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Abstract

The detection of intrusions over computer
networks (i.e., network access by non-
authorized users) can be cast to the task
of detecting anomalous patterns of network
traffic. Learning systems based on Genetic
Algorithms can contribute powerful search
techniques for the acquisition of patterns of
the network traffic from the large amount of
data made available by audit tools.

1 Introduction

The raise in the number of computer intrusion, vir-
tually occurring at any site, determines a strong re-
quest for computer security techniques to protect
the site data. One kind of such techniques tries to
detect when a non-authorized user has gained ac-
cess (i.e., intrusion) to the computer site. A va-
riety of approaches to intrusion detection do exist
[Denning, 1987]. One of this approach tries to char-
acterize the normal usage of the resources under mon-
itoring. An intrusion is then suspected when a signifi-
cant shift from the resource’s normal usage is detected.
This approach seems to be more promising because
of its potential ability to detect unknown intrusions
[Forrest et al., 1996, Lee et al., 1999, Neri, 2000].

We concentrate our research on the impact of different
learning methods and of alternative data representa-
tion, with respect to the ones used in previous works,
on the detection performances. As learning meth-
ods, we exploited two rule based systems: a heuris-
tic one, RIPPER [Cohen, 1995], and a genetic based
one, REGAL [Neri and Saitta, 1996]. And, as network
data made available from the Information Exploration
Shootout project and the 1998 DARPA Intrusion De-
tection Evaluation have been chosen as experimental

testbed.

The experimental results support the use of com-
pressed feature values as a promising method to in-
crease detection performances.
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